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This course focuses on the issues of Information Security Management, such as ISO
27001, Risk Assessment, Network Protection, Threat and Vulnerability Analysis, Access
Control and Identification, User Awareness and Training, Physical Security, Account
Management, Security Management etc.
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1 |Cultivate the personnel with the capability of teamwork, creative thinking and
international vision
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2 |Cultivate the personnel with the capability of professional knowledge and
technical skill
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Cultivate the personnel with the capability of business management and application
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4 |Cultivate the personnel with the capability of integration of information
technology and management
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A Cultlvate the personnel with the capability of basic and O
interdiscipline information management
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B [Cultivate professional personnel with international perspective o
and the capability of using information technology
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C [Cultivate senior personnel with the capability of innovation, O
research and development and integrated planning
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D [Cultivate the personnel with the capability of computerization O
of enterprises
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E [Cultivate the personnel with the capability of multimedia
applications, website operations, and information marketing
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F [Cultivate the personnel with the capability for the emerging o
information industry
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Course Outline

. Introduction to Information Security, 1 week
.Risk Assessment, 1 Week

.Organization Network Protection, 1 Weeks
.Threat and Vulnerability Analysis, 1 to 2 Week
.Access Control and Identification, 1 to 2 Weeks
. User Awareness and Training, 1 to 2 Weeks

.0S and Application Security, 1 to 2 Week
.Physical Security, 1 Weeks

.Penetration Testing, 1 to 2 Weeks

10. Account Management, 1 to 2 Weeks

11. Security Management, 1 to 2 Weeks
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Resources Required (e.g. qualifications and expertise, instrument and equipment, etc.)

E-)

HALE RAr kg 2 225k
Course Requirements and Suggested Teaching Methods
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.Wllllam Stallings, Cryptography and Network Security: Principles and Practices,
Fifth Edition, Prentice Hall.
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