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Course Objectives

This course focuses on the contents of information security management, such as Risk
Assessment, Network Protection, Threat and Vulnerability Analysis, Access Control and
Identification, User Awareness and Training, OS and Application Security,
Cryptography, Physical Security, Wireless Network Security, Penetration Testing,
Account Management, Security Management etc.
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To equip students with the abilities to integrate diverse knowledge and culture,

I with decision analysis capabilities and international perspective of excellent
management and research
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Sound basic knowledge of business and management
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B [Ability to utilize rational and creative critical thinking in o
problem solving
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Professional foreign language skills
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1.Risk Assessment, 1 Week

2.0rganization Network Protection, 1 Weeks

3. Threat and Vulnerability Analysis, 1 to 2 Week
4. Access Control and Identification, 1 to 2 Weeks
5. User Awareness and Training, 1 to 2 Weeks

6. Midterm Exam.

7.0S and Application Security, 1 to 2 Week

8. Physical Security, 1 Weeks

9.Wireless Network Security, 1 to 2 Weeks

10. Penetration Testing, 1 to 2 Weeks

11. Account Management, 1 to 2 Weeks

12. Security Management, 1 to 2 Weeks
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Resources Required (e.g. qualifications and expertise, instrument and equipment, etc.)
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Course Requirements and Suggested Teaching Methods
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Grading Criteria

# ¢ ¥ A % Midterm Exam  20%
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2. Textbook:

(1)CompTIA Securityt+ SY0-301% ¥z <+ % 7 % > Emmett Dulaney¥ > Fumi <3 A?
Tt -
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(3)William Stallings, Cryptography and Network Security: Principles and
Practices, Fifth Edition, Prentice Hall.
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