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This course focuses on the issues of Symmetric Encryption Techniques, Block Cipher,
Number Theory, Public-key Encryption, Hash Function, Digital Signatures,
Authentication, TCP/IP and Security, Web Security and Intrusion Detection Systems etc.
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1 |Cultivate the personnel with the capability of teamwork, creative thinking and
international vision
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2 |Cultivate the personnel with the capability of professional knowledge and
technical skill
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Cultivate the personnel with the capability of business management and application
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4 |Cultivate the personnel with the capability of integration of information
technology and management
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A Cultlvate the personnel with the capability of basic and O
interdiscipline information management
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B [Cultivate professional personnel with international perspective o
and the capability of using information technology
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C [Cultivate senior personnel with the capability of innovation, O
research and development and integrated planning
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D [Cultivate the personnel with the capability of computerization O
of enterprises
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E [Cultivate the personnel with the capability of multimedia
applications, website operations, and information marketing
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F [Cultivate the personnel with the capability for the emerging o
information industry
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Course Outline

.Symmetric Encryption Techniques, 1 to 2 Week
.Block Cipher, 1 to 2 Weeks

Number Theory, 1 to 2 Week

Asymmetric Encryption Techniques, 1 to 2 Weeks
Hash Function, 1 Week

Digital Signatures, 1 to 2 Weeks
Authentication, 1 Week

TCP/IP and Security, 1 to 2 Weeks

.Web Security, 1 Week

0. Intrusion Detection Systems, 1 Week
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Resources Required (e.g. qualifications and expertise, instrument and equipment, etc.)
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3. Textbook:

@Villiam Stallings, Cryptography and Network Security: Principles and Practices,
Fifth Edition, Prentice Hall.
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